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1. Introduction

The 2018 Lone Wolf scenario presents a fictional case involving the seizure of a laptop from an
individual suspected of planning a mass shooting. The case was initiated when the suspect's
brother alerted the police about his increasingly concerning behavior. Following this alert, the
police seized the suspect's laptop, which was subsequently imaged using the FTK Imager

program.

For this project, we were provided with a single image from the laptop. Our task is to conduct a
forensic examination and produce an expert witness report. Throughout this process, we must
document any suspicious findings, detail the methodology employed, and list all the tools
utilized. The documentation must also adhere to the guidelines provided in the Expert Evidence,

along with any supplementary documents provided for the scenario.

2.Case Managment

2.1 Chain of Custody

The first people in this chain of custody are the people who collected the machine/system from
the crime scene. Which would be Tom Moore. Those investigators created an image so that the
original machine doesn't go through any irreversible change. This image is further used by

different investigators.

After that the person to receive the image would be us Khubab Ahmed & Muhammad Saim
making me the second person to interact with this image/machine. The examination/work
performed by me on the image is present down below but firstly we confirm that the image

wasn't tampered during its movement from Tom Moore to me.

Acquisition details and current examiner details are given below:

Acquisition Details Current Examiner Details
Description Lone Wolf Scenario Lone Wolf Scenario
Examiner Name Tom Moore Khubab Ahmed &
Muhammad Saim




Acquired Date

Fri Apr 6 12:50:44 2018

Mon June 3 0:00 2024

System Date

Fri Apr 6 12:50:44 2018

Fri Apr 6 12:50:44 2018

Acquiry Operating System

Win 201x

Win 201x

Acquiry Software Version

ADI3.1.1.8

ADI3.1.1.8

& Dig Feral - Aut

Case View Tools

Vindow Help

== Add Data Source BN Images/Video M Data o

X

yword Lists ‘ Qy Keyword Search
& -
Data Source Name Ingest Status Type Files Artifacts Tegs e
5 & Data Sources [ Image.£01 Completed 05 Drive (Windows 10 Educat... 287918 585602 0
= J§ Image.£01_1 Host
ER=| Save Table as CSV
» i voll (Unallocated: 0-2047)
[c3 ol4 (Basic data partition:
vol5 (EFl system partition:
' volb (Microsoft reserved | 1 ou. ey Activity Analysis RecentFiles PastCases Geolocation Timeline Ingest History Container
vol7 (Basic data partition:
o volg (Unallocated: 1000214 | DisplayName:  Image 01
| File Views Name: Image £01
@ File Types Device ID: 45fBA9DB-e698-412d-886f-d72912f0224b
By Deleted Files Time Zone: Europe/London
i MB File Size
Bl o it Acquisition Details: Description: Lone Wolf Scenario
% Chromium Extensions (1) Examincs Name fom Mooie
et \Acquired Date: Fri Apr 6 12:50:44 2018
System Date: Fri Apr 6 12:50:44 2012
@ Communication Accounts (72503 - .
% Installed Programs (50) e e e
<> Metadata (198) Size: 512.11 GB (512110190592 bytes)
~ Bl Operating System Information (1] | Unallocated Space: 478.54 GE (478543161389 bytes)
& Recent Documents (77) Sector Size: 512 bytes
# Recycle Bin (5) MD5: TafdBfa65519284246b1720e5b68F140
-3 Run Programs (67) SHAT: £94¢26624d1eaD29¢b50d793b138edfB5 bedbdfc
£ Shell Bags (23] SR
K3 USB Device Attached (10) File Paths: E/\DF UK\IMAGE\Image EOT
- 4 Web Bookmarks (1) E:\DF UK\IMAGE\Image.ED2 |
@ Web Cookies (186) E:\DF UK\MAGE\Image.E03
 Web Downloads (14) EADF UKMMAGE\Image E04
- Web History (2402)
@ Web Search (246) CliE

2@ Analysis Results
[ R .

Figure 1 Acquisition Details
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2.2 Verifying an Evidence

Verifying Evidence is important as the image received by us must be the same as the image

formed by the investigator. This is an integrity check to ensure we don't work with an altered

image.

To verify the images, we compared both hashes of original image hash and copy image hash.

Both images are the same

MD5

SHAI

Original Image Hash

b68f140

7af48fa65519e84246b1729¢5

694e26624d1ea029eb50d793
b198edf85bedbdfc

Copying Image hash

b68f140

7af48fa65519e84246b1729¢5

694e26624d1ea029¢b50d793
b198edf85bedb4fc

Method:

Click on Data source --> Select the Image.EO1 1 Host --> Select the Image.EO1 --> Right Click

to View Summary Information --> Select Container tab

3 Dig e - Autopsy 4.21.0 o
Case View Tool fow Help o
Add Data Source @ Images/Videoy 98 Data Sources Summary yword Lists Qr Keyword Search
< -
Data Source Name Ingest Status Type Files Arifacts  Tags
6 Result
5 & Data Sources [ Image.£01 Completed 0 Drive (Windows 10 Educat.. 287918 585602 [
=i ImageE01_1 Host
ER=N mage 01 Save Table as CSV
1 voll (Unallocated: 0-2047)
B veld (Basic data partition:
e vol5 (EFl system partition:
[ vol6 (Microsoft reserved p | oo joer Activity Analysis RecentFiles PastCases Geolocation Timeline Ingest History Container
i volT (Basic data partition:
vol8 (Unallocated: 1000214 | DisplayName  Image.E01
&-®| File Views Name: Image.E01 ftion
-8 Data Artifacts Device ID: 45184908-e608-412d-886f-d729120224b
+ Q4 Analysis Results Time Zone: Europe/Londen
=4 05 Accounts B ——
@ Tags Acquisition Details: o i - m Date: Fri Apr 612:50:44 2018
- Scare \Acquiry Operating System: Win 201x
Reiits lAcquiry Software Version: ADI3.1.1.8
Image Type: £01
Size: 512.11 GB (512110190592 bytes)
Unallocated Space: 478.54 GB (478543161380 bytes)
o S b
MDS: 7af48fa65519e84246b1729 SbEEF140
SHAT: §04¢26624d1£a020eb50d793b138edfaSbedbafc
SHAZSE:
File Paths: E\DF UKAIMAGE\Image.E01
EADF UK\MAGE\image E02 |
EADF UK\IMAGE\Image.£03
E\DF UK\IMAGE\Image.E04
Close

Figure 2 Hashes of Image




2.3 Tools Used

The tools used are autopsy and registry viewer.

2.3.1 Autopsy

Autopsy is a comprehensive digital forensic tool that offers a wide range of features for
acquiring, analyzing, and reporting on digital evidence. Its user-friendly interface and

extensibility make it a popular choice among forensic examiners and investigators worldwide.

AUTOPSY

oMM SUPPORT  ABOUT  BLOG

Download Autopsy for free
Now supporting forensic team collaboration

platf

Get the most from this powerful tool when you invest in

Ca(C; G
TRAINING SUBSCRIPTION-BASED SUPPORT CUSTOM MODULES

= ol b

Ceann ranE > ) et

Figure 3 Autopsy

2.3.2 Registry Viewer

A registry viewer is a versatile tool that provides insights into the configuration and behavior of
Windows systems, making it invaluable for system administrators, digital forensic analysts, and

security professionals.

v AccessData Registry Viewer 2.0
View the contentof system registries on your PC
43 Wl s Your vote: Latest version: Developer

o 1L DYSAI

Dasmicad e =
Access, view,
registry of yo
generate a detailed I T
usernames, and other information that is not accessible in Windows 113 @

Registry Editor.

Figure 4 Registry Viewer



3.1 Partition Information:

3. Basic Image Analysis

Partition contains a lot of information which is needed in the analysis. It can tell us about any

hidden or deleted partitions. Users can hide or delete malicious stuff from the partitions or keep a

separate partition for malicious activity. This is the analysis of the partitions provided.

Volume |ID | Bootable | Starting Sector | Length in Size Description | Flag
Sector

voll 1 No 0 2048 Unallocated | Unallocated

vol4 4 No 2048 1021952 Basic Data Allocated
Partition

vol5 5 No 1024000 202752 EFI system Allocated
Partition

vol6 6 No 1556752 32768 Microsoft Allocated
reserved
Partition

vol7 7 Yes 1259520 998955008 Basic data Allocated
partition

vol8 8 No 1000214528 688 Unallocated | Unallocated

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the

volume --> Right Click on Properties to View Information

Note: The remaining information like Size is calculated and Bootable information is view by the

volume contents.




4 Digital Forensics Referal - Autopsy 4.21.0
Case View Tools Window Help
£ = = <
<= Add Data Source MR Images/Videos () Communications & Geolocation o=, Timeline 4| Discovery [ GenerateReport g Close Case @ - Keyword Lists G Keyword Search
€ te] 9 i
img_| 1 Result
o B Data Sources Tabje] 3 vol! Unallocated: 0-2047) - Praperties *
= l§ Image£01_1 Host i
s rope:
B
s ame voll (Unallocated: 0-2047 Save TaKIE A= CoV
Vol (Basic data partition: 2045-1023989) Name?t — ! Access Time Created Time FlagsDi  Flags(Met
ol (EFl system partition: 1024000-1226751) X 1:‘ ‘"n“m ;;;rs t 0000-00-00 00:00:00  0DOD-D0-00 00 Unallocated  Unallocate]
1o vols (Microsoft reserved partition: 1226752-1258519) 3 m'm ;L o
volT (Basic data partition: 1259520-1000214527) ,‘Ew' = U“;i“f:
e vol (Unallocated: 1000214528-1000215215) i i
© FlEVEwE
~B Data Artifacts
Q@ Analysis Results
58 05 Accounts
@ Tags
O score
 Reports
= -
ol1 {Unallacated: 0-2047) @
et Ar (
Help

Figure 5 Partition Information
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3.2 Filing System:

Below are the partitions which were allocated by the users. The rest of the partitions were

unallocated by the user. Basic Data Partition is the standard partition for storing system and user

data while EFI system Partition is used by systems with Unified Extensible Firmware Interface.

vol4

NTFS

vol5

FAT32

vol7

NTFS

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the

volume --> Right Click and Select File System Details

Note: The remaining partitions are unallocated.

AD

Case View Tools

ensics Referal

Window Help

= o

. e
= Add Data Source M Images/Videos ) Communications 9 Geolocation =, Timeline 4| Discovery [

GenerateReport @ Close Case

< © -KeywordLists | G Keyward Search

& 3 [ lsting -
img_Image.E07/vol_vold 18 Result

=& Data Sources
=l Image.E01_1 Host

= & Image.E01
v vol | (Unallocated: 0-2047)

B vel3 (EFI system partition: 1024000-1226751)
= vol (Microsoft reserved partition: 1226752-1250519)
volT (Basic data partition: 1259520-1000214527)

- Q) Web Search (246)
Q@ Analysis Results

24 05 Accounts

(@ Tags

© score

~ Reports

Table  Thumbnail
Page: 10f1

Name

. SOrphanFiles

o SExtend

Pages

S

Goto Page:

C [o] Modified

31 PKT

Change Time

Save Table as CSV

Access Time

Size I

vol8 (Unallocated: 1000214528-1000215215) <]
@) File Views T
B Data Artifacts ; i
% Chromium Extensions (18) FileSystem Type: NTFS Block Count: 127743 L e
: :— E::::’;‘(:{;:'ig;um i Image Offset; 1048576 bytes | Root Metadata Entry: 5 i 256
3 Installed Programs (50) Volume ID: 5 First Metadiata Entry: 0 ol
-4/ Metadata (198) ig
18l Operating System Information (1) Block Size: 4096 bytes | LastMetadata Entry: 256 b
& Recent Documents (77) o b >
# Recycle Bin (3)
-3 RunPrograms (697) T
# Shell Bags (29)
Ed USB Device Attached (10) He c
4 Web Bookmarks (1) Result  of Result
@ Web Cookies (126)
& Web Downloads (14)
- & Web History (2402)

Figure 6 Filing System



3.3 Mounted Devices:

Mounted devices refer to hardware devices connected and recognized by the system. It tells us
about the device usage of the user. We can identify what devices the user used. Here we can see
that a device assigned device letter C, D and E was connected and Volume without name suggest

no name was assigned to these devices

Devices Connected Letters

DosDevices - C: C

DosDevices - D: D

DosDevices - E: E

?? - Volume{5¢3108bb-31c0-11e8-9b10- Not Assigned
806e616e6963 }

?? - Volume {3869c27a-31b8-11e8-9b12- Not Assigned
ecf4bb487fed

Method:

Click on Data source --> Select the Image.EO1 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the
SOFTWARE registry file.

Open it on Registry Viewer tool --> SOFTWARE --> MountedDevices

B 4 EM g
|2 B | & r
=) SYSTEM Name Type Date
[ AchationBioked [RE\DosDevices\C: REG_BINARY 444D 4 4F 3A 49 44 3A 21 1F 93 09 AF 7F AQ 44 81 D8 1E 73 C1 4B SE AF
H ;””";‘ijm P7Wolume{5c3108bb-310-11e8-9b10-806e6f 66963} REG_BINARY  5C 0O 3F 00 3F 00 5C 00 53 0043 00 53 0D 49 0D 23 00 43 00 64 00 52 00 6F 00 6D 00 ..
e S i ‘olume{ 5c3108bf-31c0-11e8-9b10- 806e66e6963} REG_BINARY 5 00 3F 00 3F 00 5F 00 55 00 53 00 42 00 52 00 54 00 4F 00 52 00 23 00 44 00 69 00 7...
i 9 osDevices\D: REG_BINARY  5F 00 3F 00 3F 00 SF 00 55 0D 53 00 42 00 53 00 54 00 4F 00 52 00 23 00 44 00 69 00 7...
= K:ybnard — DosDevices\E: REG_BINARY  5C 0O 3F 00 3F 00 5C 00 53 0043 00 53 0D 49 00 23 0D 43 00 64 00 52 00 6F 00 6D 00 ..
: [B81\77\Volume{3863c27a-31b8-11e8-9b12- ecf4bbgTfed) REG_BINARY  SF 00 3F 00 3F 00 SF 00 55 0D 53 00 42 D0 53 00 54 00 4F 00 52 00 23 00 44 00 69 00 7...
121 ResourcePolicyStore
-1 RNG
{1 Select
-3 Setup
-3 Software
-3 WPA
B Key Properties 00 (44 4D 49 4F 3A 49 44 3A-21 1F 93 09 AF 7F A9 44 DHIC‘%ID: X ~ @D
lofel D8 1E 73 C1 4B SE AF- 2 -sAK -~
Last Written Time
SYSTEM\MountedDevices Offset: 0

Figure 7 Mounted Devices



3.4 Operating System Information:

OS information is one of the most crucial pieces of information we can find. It tells us about the

registration time and registration user of the OS. Assuming it isn't pirated and is licensed.

Product Name Windows 10 Education
Version 6.3

Edition ID Education

Current Build 16299

Current Type Multiprocessor Free
Release ID 1709

Product ID 00328-00089-23637-AA141

Registered Owner

Windows User

System Path C:¥Windows

OS Install Date (UTC) Tue Mar 27 12:13:27 2018
Installation Type Client

Method:

Click on Data source --> Select the Image.EO1 1 Host --> Select the Image.EO1 --> Select the

vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the

SOFTWARE registry file.

Open it on Registry Viewer tool --> SOFTWARE --> Microsoft --> Select Windows NT -->

Current Version




3 AccessDats Registry Viewer (Demo Mode) - [SOFTWARE]
File Edit Report View Window Help
w2 E m B R

-] Windows Advanced Threat Protection
.2 Windows Defender

-1 Windows Defender Security Center
{1 Windows Desktop Search
-] Windows Embedded
-2 Windows Mail

{3 Windows Media Device Manager
-1 Windows Media Foundation
-] Windows Media Player NSS
-] Windows Messaging Subsystem

‘Windows NT

‘Windows Photo Viewer
107 Windows Portable Devices
L1 Winrdmwe Serint Hnet

MName
[38) SystemRoot

[28) BuildBranch

[aB) EuildGUID
[aB)BuildLab

[28) BuildLabEx

[a8) CompositionEditionD
[aB) CurrentBuild

[28) CurrentBuildNumber

[28) CurrentType
[28) CurrentVersion

[aB)EditionID

B Key Properties
Last Written Time
05 Install Date (UTC)
05 Install Date {Local)

[aB)EditionSubstring
[28) InstallationType
¥ InstaliDate
[aB)Productiame

05 Install Date (UTC)

[EOFTWARE\Microsoft\Windows NT\CurrentVersion [

This indicates the time when the operating system was installed.

[2B)Releazeld

[28) SoftwareType

R% UBR

[2E)PathName

[28) RegisteredOwner

[ab) RegisteredOrganization
[a8)Productld

%4 DigitalProductld
DigitalProductldd

& InstallTime

R CurrentMajorVersionNumber
8 CurrentMinorVersienhumber

REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD

REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_BINARY
REG_BINARY
REG_QWORD

Data

C\Windows

153_release
16299.r53_release,170928-1534
16299.15.amcl64fre.rs3_release.170928-1534
Education

16209

16209

0xDDODODOA (10)

0x00000D0D (0)
Multiprocessor Free

63

Education

(value not set)

Client

OxSABA3ISET (1522152807)
Windows 10 Education

1709

System

0xD0000T35 (309)

CA\Windows

Windows User

(value not set)
00328-D0089-23637-AA141
A400000003 00 000030303332 3820 30303038

F8 04 00 00 04 00 00 00 30 00 30 00 3000 30 00 30 00 2...

Ox 31C362F (224113656983700933)

10|77 00 73 00 00 00

00[43 00 3A 00 5C 00 57 00-&% 00 6E 00 €4 00 €F 00(C-: \-W-i-n-d-o

|wes

Offset: 22

Figure 8 Operating System Information
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3.5 System Time Zone:

Time zones information can be used to geolocate the system and can be further used in timeline

reconstruction later in documentation.

Time Zone Eastern Standard Time

Standard Start Date First Sun in Nov at 2:00:00 am Local

Daylight Start Date Second Sun in Mar at 2:00:00 am Local

Standard Bias 0

Daylight Bias -60

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the SYSTEM
registry file.

Open it on Registry Viewer tool --> SYSTEM --> ControlSet001 --> Control -->

TimeZonelnformation
[ AccessDats Registry Viewer (Demo Mode) - [SYSTEM] - 8 x
File Edit Report View Window Hel -8 x
P P
O BEEE =8 f
L] SOMServiceList MName Type Data
+( s , (84 Bias REG_DWORD 0xDD00012C (300)
8 ;ﬁ"“’“‘””c”"ﬁ“ &% DaylightBias REG_DWORD OxFFFFFFCA (4294967236)
£ illlmage 550
ylightName REG_SZ @tzres.dil-11
[ St
! J_g Stz::g:ManagEment (82 Daylightstart REG_BINARY 0000 03 G0 02 00 02 00.00 00.00 00 00 00 00 00
3 standardBias REG_DWORD 0x00000000 (0)
] StorPort =
23 StSec [ab] StandardName REG_SZ @tares.dil-112
= (68 StandardStart REG_BINARY 00 00 0B 00 01 00 02 00 00 00 00 00 00 00 0 00
- 0] TabletpC [35] TimeZoneKeyName REG_SZ Eastern Standard Time
e Terminal Server @Dynam\cDayI\ghtﬁmeDlsabled REG_DWQRD (00000000 (0)
[ ~£3 TimeZeneinfammation [ ActiveTimeBias REG_DWORD 0x000000F0 (240)
" Ubpm
100 UsB
-1 ushflags
[-E3 usbstor
-2 VAN
-1 Video
£ WalletService
1 (B aenecner

£l Key Properties
Last Written Time
Standard Start Date
Daylight Start Date
Standard Biaz
Daylight Bias

0f2c 01 00 0O

 Daylight Start Date
This shows information regarding when the fimezone started.

5YSTEM\ControlSet001\Control\TimeZonelnformation l Offset: 4

Figure 9 System Time Zone



3.6 Computer’s Name:

Unique identifier of a user. It is also customizable by the user, or it is also present by default.

Computer Name DESKTOP-PM6C56D

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the SYSTEM
registry file.

Open it on Registry Viewer tool --> SYSTEM --> ControlSet001 --> Control -->

ComputerName --> ComputerName

B AccessData R I ) = o
i AccessData Registry Viewer [Demo Mode) - [S
File Edit Report View Help
| OB mBEEE =P
- Acpl Mame Trpe Data
= ApplD | 5] (cfefa it} REG momsnc

-2 AppReadiness

(23 Arbiters

(-0 BackupRestore

1-C BitLocker

L8 T

-0 Class

=20 CMF

-1 CoDevicelnstallers

{2 COM Name Arbiter

(=2 CommonGlobUserSettings

-

=1 ComputerName
45 ComputerName

T Contentindex

(-3 CrashControl

1-( Cryptography

E"j[umputerName REG_SZ DESKTOP-PMGC56D I

{21 DeviceClasses
+ 773 NavirarnntainarDranarhil IndataFusnts

E Key Properties
Last Written Time

0feD 00 6E 00 €D 00 73 00-72 00 76 00 63 00 00 O0mnm-s-x-v-Cc--

BYSTEM\ControlSetD0T\Control\ComputerName\Computeriame. l Offset: 0

Figure 10 Computer Name



3.7 OS Accounts:

Refers to the users present on the system. This is also a crucial piece of information as it tells us
about the users present on the machine and with login information, we can single out from which
user a malicious action was performed if there are multiple users on a single machine. Here we

can see that only jcloudy was the user who logged on to the system.

Username RID Logon | Last Logon | Last Invalid Last Failed
Count | Time Password | Logon Login
Change Count
Administrator 500 0 Never Never 0 Never
Guest 501 0 Never Never 0 Never
DefaultAccount 503 0 Never Never 0 Never
WDAGUtilityAccount | 504 0 Never 27/03/2018 | 0 Never
12:11:45
UTC
jcloudy 1001 23 06/04/2018 | 27/03/2018 | 0 06/04/2018
12:26:27 9:18:58 3:30:52
UTC UTC UTC

Method:

Click on Data source --> Select the Image.EO1 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the SAM
registry file.

Open it on Registry Viewer tool --> SAM --> SAM --> Domains --> Account --> Users




B Dats Registry Viewer [Demo Mode) - [SAM] a
File Edit Report View Window Help &8 x
PR TR
8 SAM Name Trpe Data
=2 sAM = REG_BINARY 03 000100000000 00 9A F5 2E 7C A2 CD D3 0100.00...
-2 Domains REG_BINARY 000000 00 F4 00 0000 03 00 01 00 F4 00 0D 00 DE 00 ...
H S{:““:;s REG_BINARY 00000000
e 8% UserPasswor... REG_BINARY 4900 74 00 27 00 73 00 20 00 6D 00 65 00 2000 73 00 6...
- Users
{22 000001F4
{22 000001FS
{22 000001F7
{2 oo0ootF8
3 00D003EY
=20 Names
{1 Administrator
(2 DefaultAccount
[ Guest
(23 jeloudy
Bl Key Properties
Last Written Time
RID unique identifier
User Name
Logen Count
Last Logon Time
Last Passwerd Change Time
Bxpiration Time 00|03 00 01 00 00 00 00 00-9A FS 2E 7C A2 CD D3 Dl! --------- ] a
10|00 00 00 00 00 00 00 00-07 78 FO A2 AC C5 D3 01
Invalid Logon Count 0 20 |FF FF FF FF FF FF FF 7F-87 40 EA A9 57 CD D3 01 |
Last Failed Login Time 06, 30|E9 03 00 00 01 02 00 00-14 02 00 00 00 00 00 Q0 |&
5 40|00 00 17 00 01 00 00 00-00 00 00 00 00 00 00 OO ----
Account Disabled
Password Required
L Couniy Code D (Sicten Defouts
Last Failed Login Time
The last time a failed login eccurred. i

M\SAM\Domains\Account!Users\DDODO3ES

Offset: 0

Figure 11 OS Accounts
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3.8 Last System Logon

The last system logon tells us about the user who was last present on the machine. Which would
be assumed to have performed that malicious action. This information also helps in timeline

construction. We can see that jcloudy was the last person logon on the system.

User Name jcloudy

SID S-1-5-21-2734969515-1644526556-
1039763013-1001

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the
SOFTWARE registry file.

Open it on Registry Viewer tool --> SOFTWARE --> Microsoft --> Windows NT -->

CurrentVersion --> Winlogon

AccessData Registry Viewer (Demo Mode) - [SOFTWARE] - o x
File Edit Report View Window Help - &)=
HEE LT k]

-0 Time Zones Name Type Data
-0 TokenBroker [ PasswordExpiryWarning REG.OWORD  0x00000005 (5)
g E’;;‘”g (3] PowerdownAfterShutdown REG_SZ 0
e N [38] PreCreateknownFolders REG_SZ [A520A1A4-1720-4FF6-BD18-167343C5AF16}
: [ab]ReportBaotOk REG_SZ 1
(-] UnattendSettings
&9 Update [ab]shell REG_SZ explorer.exe
(2 Userinstallsble.drivers B shellCritical REG DWORD  0<00000000 ©)
& VersionsList (28] Shellinfrastructure REG_SZ sihost.exe
583 Virtualization 28 SiHlostCritical REG_DWORD  0x0B0D0000 (0)
{3 WhemPerf 28 SiHlostReady TimeOut REG_DWORD  0x0D0DO0OD (0)
3 WiFiDirectAP| 28 SiHlostRestartCountLimit REG.DWORD  0x0D0DO00 (0)
5. Windows 88 SiHostRestartTimeGap REG.DWORD  0x0D0D0000 (0)
Ex /2 Winlogon | 28] Userinit REG_SZ C\Windows\system3Z\userinit.exe,
T Alfemateshells [SB]WMApplet REG_SZ SystemPropertiesPerformance.exe /pagefile
@] GPExtensions [ab]WinStationsDisabled REG_SZ 0
-3 WinSAT [a]scremoveaption REG_SZ [
-] WinSATAPI [8% Disablecan REG_DWORD 0x00000D01 (1)
-] WirelessDocking 88 LastLogOffEndTimePerfCounter REG.OWORD  Ox  2EBECE7 (542023011465035802)
@ wor 8% ShutdownFlags REG_DWORD  OxODODODET (135)
-3 WUDF [E2 DisableL ockWorkstation REG_DWORD  OxOD0DO000 (0)
-3 Windows Photo Viewer | | B enapleri BEG DWoRD peonononnt )
{2 Windows Portable Devices
. i Windows Serit Ehet &5 AutoLogonsiD REG_SZ 5-1-5-21-2734969515-1644526556-1035763013-1001
;{21 Windows Search MRS
Bl Key Properties 0[6A 00 €3 00 6C 00 6F 0075 00 €4 00 79 00 00 00|jcloudy
Last Written Time
[POFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon l Offset: 16

Figure 12 Last System Logon



3.9 Last recorded Shutdown Date/Time:

This tells us about the last time a user had intentionally or unintentionally shut down the system.

It helps with timeline reconstruction in documentation.

LastDiskLayoutTimeString 2018/03/27-20:22:39

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the
SOFTWARE registry file.

Open it on Registry Viewer tool --> SOFTWARE --> Microsoft --> Windows NT -->

CurrentVersion --> Prefetcher

AccessData Registry Viewer (Demo Mode) - [SOFTWARE] - o x
File Edit Report View Window Help - &)=
-1 NaAuth Name Type Data

-0 NetworkCards 8 BootFilesOptimized REG_DWORD  0x0000000 (0)

-1 Networkdist % LastDiskLayoutTime REG BINARY 35 DA4AE12A C6D301

-1 NolmeModel £ = — - p -
\8 ND:E l” ST mlastarskla_\'nut'ﬁmestlmg 4 2018/03/27-20:22:39
! otifications

-3 NowPlayingSessionManager
3] Ntvdmbd

{3 OEM

(#-.] OpenGLDrivers
-] PeerDist

1-((1 PeerNet

-1 Perflib

- PerHwldStorage
Ports

[ -y Prefetcher

- Print

(-0 ProfileList

-1 ProfileNotification
-1 related.desc

{1 RemoteRegistry
(-0 Schedule

(-1 SecEdit

-2 Sensor

-0 setup

-0 SoftwareProtectionPlatform

Bl Key Properties 00[32 00 30 00 31 00 3% 00-2F 00 30 00 33 00 2F 00[2-0-1-8-/-0-3/
10|32 00 37 00 2D 00 32 00-30 00 3A 00 32 00 32 00|2-7---2-0-:-2-2

Last Written Time 203K 00 33 00 39 00 00 00— |:3a

BOFTWARE\Microsoft\Windows NT\CurrentVersion'\Prefetcher, I Offset: 0

Figure 13 Last Recorded Shutdown Date/Time



3.10 Network Cards:

Network Cards tells us about the network capabilities of the user. Network configuration and

connection status. Below are the network cards used by the user.

1 Intel(R) 82579LM Gigabit Network Connection

2 Broadcom 802.11n Network Adapter

Method:

Click on Data source --> Select the Image.EO1 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the
SOFTWARE registry file.

Open it on Registry Viewer tool --> SOFTWARE --> Microsoft --> Windows NT -->

CurrentVersion --> NetworkCards

[ AccessDats Registry Viewer [Demo Mode) - [SOFTWARE] - o x
File Edit Report View Window Help - &) x
F 2B EEE | T
-3 1M Name Type Data
- Image File Execution Options [ serviceName REG_SZ {08BAOCD-E98C-475C- BADF-65130C0438D6}
-0 IniFileMapping s8] Description REG_SZ Intel(R) 82579LM Gigabit Netwark Connection
(3 KnownFunctionTsbleDlls

-1 KnownManagedDebuggingDils
(00 LanguagePack

[ LicensingDiag

-2 MCl Extensions

3 Mc2

{3 MiniDumpAuxiliaryDils

-2 MsiCerruptedFileRecovery
-0 Multimedia
.0 Nauth

=L NetworkCards
=¥

=

-] NetworkList
(-2 MolmeModelmes
-] Notifications
-2 NowPlayingSessionManager

-0 Nevdmb4
{3 OEM
-] OpenGLDrivers

(-0 PeerDist

(-] PeerNet
Bl Key Properties 00|7B 00 30 00 3% 00 42 00-41 00 30 00 43 00 44 00[{-0-8-B-A-0-C-D
10|38 00 2D 00 45 00 39 00-38 00 43 00 2D 00 34 00|88 --E-9-8-C 4
Eo e o 2037 00 35 00 43 00 2D 00-42 00 41 00 44 00 46 00(7-5-C---B-A-D-F
30|2D 00 36 00 35 00 31 00-33 00 30 00 43 00 30 00|--6-5-1-3-0-C-0
40(34 00 33 00 42 00 44 00-36 00 7D 00 00 00 4-3BD6-)--

SOFTWARE\Microsoft\Windows NT\CurrentVersiont NetworkCards\2 I Offset: 78

Figure 14 Network Cards



3.11 Network Interfaces:

Below are the servers with their IPS. Below is DHCP server the user was connected to, and the
IP address provided by the DHCP server. With the DNS server the user was using. This
information can be used to identify the router Ip /system Ip of the user. Which can help in

identifying the network activities of the user.

DHCEP IP Address 192.168.0.7

DHCP Subnet Mask 255.255.255.0

DHCP Server 192.168.0.1

DHCP Name Servers ‘68.105.28.11°
‘68.105.29.11°
‘68.105.28.12°

DHCP Default Gateway 192.168.0.1

Method:

Click on Data source --> Select the Image.E01 1 Host --> Select the Image.EO1 --> Select the
vol7 --> Go to Windows Folder --> system32 folder ---> config folder ---> Extract the SYSTEM
registry file.

Open it on Registry Viewer tool --> SYSTEM --> ControlSet001 --> Services --> Tcpip -->
Parameters --> Interfaces

3 AccessData Registry Viewer (Demo Mode) - [SYSTEM] - o *
File Edit Report View Window Help - &)=
=2 8 EXT-EREE R

-0 storvse Name Type Data
-0 svsve [&8 EnableDHCP REG_DWORD 0x00000001 (1)
E g SAEnUIT [a5] Domain REG_SZ (value not set)
- [aB]NameServer REG_ST (value not set)
- Synth3dvsc
2 Syshain [#]DheplPaddress REG_SZ 192.168.0.7
i i =) SystemEventsBroker @Dh(piubneﬂ\dask REG_SZ 255.255.255.0
-2 TobletinputService [@]DhepServer REG_SZ 192.168.0.1
-3 Tapisv B Lease REG.DWORD  OxDDOODET0 (3600)
& 8 LeaseObtainedTime REG.DWORD  OxDDOCESAE (812456)
A Linkage BEm REG.DOWORD  OxDOOCECED (814256)
£+ Parameters 4] REG.DOWORD  CxGODCTIFG (815606)
20 Adspters 8% LeaseTerminatesTime REG.OWORD  OxDODCT3BE (216056)
a0 [8% AddressType REG_OWORD  Ox000000DD (0)
| & & interfaces I 8 IsServerMapAware REG_DWORD  OxG00DD0DD (0)
L (08balcdE-c98c-475c-bi || [8# DhepConnForceBroadcastFlag REG_DWORD  Ox00D0D0DD (0)
(3 {1fdec7d0-4235-4628-82 | || [ab] DhepNetworkHint REG_SZ E456470223E243
+( {40ecfch0-bd18-4aff-0d [#8 DheplnterfaceOptions REG_BINARY FC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BO EC ...
-0 BT || B1ohepNamesenver REG_SZ £8.105.28.11 63.105.29.11 68.105.28.12
(0 {5c310829-31c0- 1189 N B) p pDefaultGateway REG_MULTI SZ  192.168.0.1
H 7208d-495¢-4214-
f_ll %‘ gsb' agﬁd 495c-4214-b¢ | B) i pSubretMaskOpt REG_MULTISZ  255.255.255.0
=it - (JE‘:R“t"“' [&% DhepGatewayHardware REG_BINARY D A8 0D 01 06 00 00 00 5C 8F ED 2A1C 68
ersistentRoutes s
B i [88 DhepGatewayHardwareCount REG.DWORD  Dx0000D0OT (1)
O Key Properties 0|01 00 00 00
Last Written Time
J5YSTEM\ControlSet001\Services\ Tepip\Parsmeters\Interfaces\{4b0ae068-b350-4bcd-B5ab-77e00e581853) | Offset: 0

Figure 15 Network Interfaces



4. Specific Image Analysis

4.1 Jcloudy

We are starting specific analysis on the only active user jcloudy.

Below is the only user which was found to be active on the system and our primary suspect of
any malicious activity. We can see that jcloudy has logon on the system 23 times as the only user

on the system.

UserName jcloudy

RID 1001

Creation Date 2018—-03—-2709:18:58 UTC

Last Login 06/04/2018 12:26:27 UTC

Login Count 23

Password Hint It's me you idiot!

Password Fail Date 06/04/2018 3:30:52 UTC

Method:

Select Data Artifacts--> OS Accounts

M Digital Forensics Referal - Autopsy 4210 - o x

Case View Tools Window Help

= Add Date Source B Images/Videos [ Communications v Geolocation g, Timeline 4| Discovery I @ - Kepwordlists | Qr Keyword Search

& {3 | Lsting hd

11 Resul:
& Dsts Sources ==
= § ImageE01_1 Host

Generste Report @ Close Case

Table  Thumbnail

EL Operating System Information (1)
& Recent Documents (77)

Web Downloads (14)
~ & Web History (2402)
~ ¥ Web Search (246)

& @ Image£0] Page: Pages: Goto Page: Save Table a3 CSV
4 voll (Unallocated: 0-2047)
B+ vold (Basic data partition: 2048-1023999) Name § € © LoginName Host Scope ReslmName  Crestion Time [
B 1 vol5 (EFI system partitions 1024000-1226751) 51518 SYSTEM Local NT AUTHORITY
8 ols [Mbciricort feséivir) paitions 26750-12 931 =gl 5-1.5-80-056008835- 3418522649 1831038044-13530021 1 Local NT SERVICE
vol7 (Basic data partition: 1259520-1000214527) = - -
5-1-5-21-2734069515- 1644526556-1039763013-1001 1 jeloudy D 2018-03-27 14:1¢
vol8 (Unallocated: 1000214528-1000215215) ke re il
B ko =4 5-1-5-80-3028837075-3186095147-955107200-3701964¢ 1 Image 011 Host  Local NT SERVICE
B Dot Artifacts Eg5-1-5-20 Image 011 Host  Local NT AUTHORITY
» % Chromium Extensions (18) Eg5-15-19 Local NTAUTHORITY
oy
3 ‘Chromium Prafiles (1) 54 5-1-5-21-307055417-626381126- 188441444- 4882302 1 Domain
& & Communication Accounts (72503)
% Installed Programs (50)
<> Metadata (198)
05 Account Other Occurrences

Basic Properties

~ # Recycle Bin () Login: jeloudy
- Run Programs (697) Full Name:
A Shell Bags (29) Address: $-1-5-21-2734960515-1644526556-1039763013- 1001
I USB Device Attached (10) z
ype:
f Web Bookmarks (1) Crestion Dater  2018-03-27 14:18:58
@ Web Cookies (186) Object I 785

Image.E01_1 Host Details
Last Login: 2018-04-06 17:26:27
Login Count 23

Password Hint: It's me you idiot!

0 Score Password Fail Date: 2018-04-06 08:30:52
L Reports Password Settings: Password does not Expire, Password not rasu\rad

Figure 16 OS Account Details



4.2 Data Artifacts:

Data Artifacts refers to pieces of information or traces which have been left in the system. In our
case this is the information which was left. This is once again a crucial piece of information as it
talks about all the software and web information present with all the metadata. Below is the

information left on the system.

Artifact Type Child Count
Chromium Extensions 18
Chromium Profiles 1
Installed Programs 50
Metadata 198
Operating System Information 1
Recent Documents 77
Recycle Bin 5
Run Programs 697
Shell Bags 29
USB Device Attached 10
Web Bookmarks 1
Web Cookies 186
Web Downloads 14
Web History 2402
Web Search 246




Artifact Type Child Count
L Chromium Extensions (18) 18
# Chromium Profiles (1) 1
@ Communication Accounts (72503)

%! Installed Programs (30) 50
</ Metadata (198) 193
= Operating Systemn Information (1) 1

* Recent Documents (77) 7
. Recycle Bin (3) 5
%! Run Programs (637) &97
. Shell Bags (29) 29
LUSE Device Attached (10) 10
# Web Bookmarks (1) 1
@ Web Cookies (186) 186
I Web Downloads (14) 14
Z Web History (2402) 2402
& Web Search (246) 246

Figure 17 Data Artifacts

Usage: O3 Drive (Windows 10 Education)
05: Windows 10 Education

Size: 312 GB
File Types
Mot {
Analyzed: ————— |Images:
426 (0.3%) —=— ﬁiiiz]
Other: 49,177 | e
{30.3%) E | Videos: 178
(0.1%5)
Audio: 365
(0.2%)
Documents:
Unknown: A 35,564
16229 |— (21.5%)
L1E:E Executables:
36,963
(22.8%0)

Allocated Files: 158,196
Unallocated Files: 4,093
Slack Files: 125,629
Directories: 89,143

Figure 18 Data Artifacts Graph



Method:

Select Data Artifacts

M Digital Forensics Referal - Autopsy 4210 - 8 x
Cose View Tools Window Help
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Figure 19 Data Artifacts
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4.3 Software Inventory

Below is the software present on the system. We can dictate the type of activities the user was
involved in e.g. Microsoft Office 365 tells us the user was involved in documentation. We can

identify any malicious tool or software used. Below are the tools installed on the system by

jcloudy.
No. Program Names Uses
1. Box Sync v.4.0.7900.0 Synchronizes files between Box cloud storage and
your local computer.

2. S3 Browser version 7.6.9 v.7.6.9.0 | Manages files on Amazon S3 storage.

3. Backup and Sync from Google Synchronizes files between Google Drive and your
v.3.40.8921.5350 local computer.

4. NVIDIA HD Audio Driver Supports NVIDIA HD audio output.
1.3.34.17v.1.3.34.17

5. NVIDIA Install Application Manages the installation of NVIDIA drivers and
v.2.1002.236.2037 software.

6. Office 16 Click-to-Run Provides extensibility components for Office 2016
Extensibility Component 64-bit Click-to-Run installations.
Registration v.16.0.8431.2236

7. Office 16 Click-to-Run Licensing | Manages licensing for Office 2016 Click-to-Run
Component v.16.0.8431.2236 installations.

8. Microsoft Office 365 ProPlus - en- | Provides Office 365 ProPlus applications like Word,
us v.16.0.8431.2236 Excel, PowerPoint, and Outlook.

9. NVIDIA nView 148.03 v.148.03 Manages multi-display settings and desktop

organization.

10. NVIDIA 3D Vision Driver 376.54 | Supports NVIDIA 3D Vision hardware.
v.376.54

11. Vulkan Run Time Libraries Provides Vulkan graphics API runtime libraries.
1.0.26.0 v.1.0.26.0

12. NVIDIA Graphics Driver 376.54 | Supports NVIDIA GPU graphics.
v.376.54

13. NVIDIA Control Panel 376.54 Provides a graphical interface for configuring
v.376.54 NVIDIA GPU settings.




14. NVIDIA Display Container v.1.0 | Manages display-related settings for NVIDIA GPUs.
15. NVIDIA Display Container LS Runs services for NVIDIA Display Container.
v.1.0

16. Dell Touchpad v.10.1207.101.103 | Manages settings for Dell touchpad devices.

17. DXM_Runtime Related to DirectX runtime, used for running
applications that use DirectX.

18. MPlayer2 A media player for video and audio files.

19. AddressBook Contact management application.

20. Connection Manager Manages network and internet connections.

21. DirectDrawEx Part of the DirectX API, used for rendering graphics.

22. Fontcore Manages font rendering.

23. 1E40, [E4Data, IESBAKEX, Components of Internet Explorer, managing data and

IEData settings.

24. MobileOptionPack Provides additional options for mobile device
support.

25. SchedulingAgent Manages scheduled tasks and applications.

26. WIC Windows Imaging Component, used for image
processing.

27. Dropbox v.46.4.65 Synchronizes files between Dropbox cloud storage
and your local computer.

28. Dropbox Update Helper v.1.3.65.1 | Manages updates for Dropbox.

29. Google Update Helper v.1.3.33.7 | Manages updates for Google applications.

30. Google Chrome v.65.0.3325.181 Web browser developed by Google.

Method:

Select Data Artifacts--> Installed Programs
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Figure 20 Installed Programs
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4.4 USB Device Attached:

All the devices connected to the system are given with their device model name device company
make with device id. We can use this information to identify the device if it were to be found.

E.g. the Flash Drive, if it were to be found by the investigator, they can use this information to

100% identify as the Flash Drive connected to this system.

Device Model Device Make Device ID Date/Time

ROOT HUB20 4&1671a21&0 2018-03-27 21:45:42
UTC

ROOT_HUB20 4&b21407d&0 2018-03-27 21:45:42
UTC

ROOT_HUB30 4&2d689036&0&0 2018-03-27 21:45:43
UTC

SDCZ80 Flash Drive SanDisk Corp. AA0102151703553105 | 2018-03-27 12:13:16

94 UTC
SDCZ380 Flash Drive SanDisk Corp. AA0106031607074702 | 2018-03-27 21:45:44
15 UTC

Dell Integrated HD Microdia 6&c0f0d73&0&5 2018-03-27 21:45:44

Webcam UTC

Dell Integrated HD Microdia 7&2bca401f&0&0000 | 2018-03-27 21:45:44

Webcam UTC

BCM20702A0 Dell Computer Corp. 28E347017777 2018-03-27 21:45:44

Bluetooth Module UTC

Integrated Rate Intel Corp. 5&182c2717&0&1 2018-03-27 21:45:43

Matching Hub UTC

Integrated Rate Intel Corp. 5&2¢d6d949&0&1 2018-03-27 21:45:44

Matching Hub UTC

Method:

Select Data Artifacts --> USB Device Attached
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4.5 Browser Profile:

Every browser has a profiling option. E.g. Firefox allows you to create and save a profile. This
profile can then be imported into another browser. This saves a lot of time changing the theme

and many other options to a user's preference again and again. Below is jcloudy’s Browser
Profile.

Path Default

User ID 111256729592432613619

Name Person 1
Username jimcloudyl @gmail.com
Program Name Google Chrome

OS Account jcloudy

Method:

Select Data Artifacts--> Chromium Profiles

M Digital Farensics Referal - Autopsy 4210
Case View Tools Window Help

= = i
= Add Data Source ﬁ Images/Videos gy Communications 9 Geolocation &, Timeline 4| Discovery [ GenerateReport (g Close Case <] © -Kepwordlists | O Keyword Search

“ €3 | Llisting -

(Chromium Profiles

1 Resutt:
5 B DataSources it _
2§ Image£01_1 Host S Wt
= H Image£on Page: 10f1 Pages: 6o to Page: Save Table as CSV
- 1 voll (Unallocated: 0-2047) -
B vold (Basic dats partition: 2048-1023999) SourceMame 5 € O Path User D Domsin  ShotCut  Mame  Usemsme Brogrem Marive: | Dt Sosirce
B = vol3 (EFI system partition: 1024000-1226751) # Local State Default  1112567; 2613619 Persan1  jimcloudyl@gmsilcom  Google Chrome  Image.£01
1 vol6 (Microsoft reserved partition: 1226752-1259519)

vol7 (Basic data partition: 1259520-1000214527)

vold (Unallocated: 1000214528-1000215215)

@ File Views
B Data Artifacts
A i

et
Communication Accounts (72503)
% Installed Programs (50)
-4/ Metadata (198)
-2l Operating System Information (1
B Opeiating System Inforratian (1) Hex: ot Source File Metadata 05 Account Data Artifacts ; ontext  Annatetions  Other Occurrences.
& Recent Documents (77)
A Recycle Bin (5) Result: 1 of 3 Result B Chromium Profiles
% Run Programs (697)
& Shell Bags (29) Type Value Source(s)
USB Device Attached (10) Path Default Recent Activity
4 Web Bookmarks (1) User ID 111256729592432613619 Recent Activity
@ Vel Gaolies 110 Domain Recent Activity
2, Web Downloads 114 Short Cut Recent Activi
- E Web History (2402} i
@ Web Scarch (246) Name Person 1 Recent Activity
&, Analysis Results Usemame jimcloudy1@gmmail.com Recent Activity
=5 05 Accounts Program Name |Google Chrome Recent Activity
-8 Tags Source File Path |fimg_Image.ED1/vol_vol7/Users/jcloudy/AppData/Local/ Google/Chrome/User Data/Local State
O score Artifact 1D -9223372036854775464
& Reports
I

Figure 22 Browser Profile



4.6 Documents:

Documents present on the system. Below are the 77 Documents found on the jcloudy system.

Recent Documents 77

4.7 Suspicious Documents:

There are few suspicious and notable documents which would be considered from the 77

documents present on the system.

4.7.1 Document 1

This Document named Planning.docx was found on jcloudy’s documents. This document lists a
plan of selecting a target, finding a good escape route. With supplies such as guns, ammo, gloves,
clothing and cash. For escape Vietnam and Indonesia were considered. This is an extreme
planning for mass shoutout at a location and then flying to Indonesia or Vietnam. This is primary

evidence against jcloudy.

File name | Planning.docx

Type docx

File Path /img_Image.E01/vol vol7/Users/jcloudy/Desktop/Planning.docx
Created 2018-03-30 02:16:48 UTC

Modified 2018-04-04 05:30:41 UTC

Accessed 2018-04-04 05:30:41 UTC

MD5 4ef414e469b7830faa2db429fe1321ee

SHA256 0d87fal0cb21fd3cd3e2eab41149e611593f0c6a5224ed264cd5632692¢12
6el




Metadata

Application- Name: Microsoft Office Word
Application-Version: 1600030

Aurthaor: jolowdy

Character Count 588

Character- Count-With- Spaces 650
Content- Type: appication/wnd openzmiformats-officedooument wordprocessingmldooument
Creation- Date: 2018-03-30T02-16:00Z
Last- Authar: joloudy

Last- Modified: 2018-04-04T0530000Z
Last-Sawe-Dater 2018-04- 04 TO5:30:00Z
Line-Count- 4

Page-Count 1

Paragraph-Count 1

Revision-Number 9

Template: Mormal

Total-Time: 2635

‘Word-Count 103

¥-Parsed- By org apache tas parser DefaultParzer
cprrevision: 9

creator: joloudy

date 2078- (4- D4 TO530000E

dooreator: jowdy

dopublisher

Planning

1. Target

3 Must have good escape route
o Preferably near Alrport

¢ Must be Gun Free zone.

2. Supplies

2 Gun (biack markst)

L Naorther VA Gun Works 7518 Fullerton Rd £ K, Springfield, VA 22153
i NOWA 412 W Broad Street Falls Church, VA 22046
8

b Ao,

L S is 1000 for $360

iL Kel-Tec Sub 2000 Srim $400.

c Latex glowes

d. Velcro tear away dothing?

& Cash

3. Escape l::?
a Mo Extradition countries

L Imdonesia (Micer, but more expensive)

iL Vietnam

i Can free very well on 100 a day, for O years.
o Buy tickets for same day

. Preferable direct fight

d. Have suitczss in car

4 Relezze

2. Start writing ideas and thoughts

b Save to separate locations for redundancy
. Place it in the dowd for remote access

ol "Press Relesse” once home free

Figure 23 Planning.docx




4.7.2 Document 2

This document named AIRPORT INFORMATION.docx was found on jcloudy’s system. This

document lists the on-time departure to Denpasar Bali, Indonesia from Washington DC

File name AIRPORT INFORMATION.docx

Type docx

File Path /img_Image.EO01/vol vol7/Users/jcloudy/
Desktop/AIRPORT
INFORMATION.docx

Created 2018-03-30 2:29:57 UTC

Modified 2018-04-04 04:59:32 UTC

Accessed 2018-04-04 04:59:32 UTC

MD5 297eec248647133f887d72328ab56f3c

SHA256 1fb5577d8559562d97ac3023e0ca91cc6b8
b55d2e5fabaa81160c109f0abfObo

Metadata ESEE‘EYM%WR et




AIRPORT INFORMATION
Ronald Reagan has best record of on-time departures,
Dulles has flights to Indonesia. With Layover in Qatar.

22 min from Fairfax County Democratic Committee, 8500 Executive Park Ave, Fairfax, VA 22021 to Dulles Airport.

we x \BEMb (Max \mMox \ Bax (RD x ' Rex MR x {nx {esx (fax (Bex) Ye x (GER x (Bex \Gwa
G | @ American Airlines Inc [US] | https://www .aa.com/booking/passengers;jsessionid=F4BEAES1 15DE6TEB3C26A9EDEO3CB2T27fromMetaSearch=true&ibookingPathstateld

Home Login= {Engin + | Search a.com p I}

American Airlines *¢ Plan Travel Travel Information AAdvantage ry
Passengers

« New search

Round trip Washington, DC to Denpasar Bali, Indonesia
Saturday, April 7, 2018 te Saturday, April 21, 2018

Figure 24 AIRPORT INFORMATION.docx
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4.7.3 Document 3

This file documents the thoughts of jcloudy related to his intended attack. He mentions he
doesn't expect to succeed but even if he fails it's much better to live as a lamb and that freedom
can only come with sacrifice. He said he saved all the records on cloud on several accounts He

also mentioned that the cloud keys are with Paul.

File name Cloudy thoughts (4apr).docx

Type docx

File Path /img_Image.E01/vol vol7/Users/jcloudy/
Desktop/Cloudy thoughts (4apr).docx

Created 2018-04-05 02:39:29 UTC

Modified 2018-04-05 02:39:30 UTC

Accessed 2018-04-05 02:39:30 UTC

MD5 f8¢2bc733¢109a88405dfd13b47d0690

SHA256 37cd60bceb8cf01fd36be13d89e5df64749

becec072133d3bad1ed0c430e436dfd

Application-Name: Micraso ft Office Word

Metadata Application-Version: 16.0000

Author: jcloudy

Character Count: 886

Character-Count-With-Spaces: 1156

Content-Type: application/vnd.openxmiformats-officedocumentwordprocessingml.document

Creation-Date: 2018-04-05T02:32:00Z
Last-Author: jcloudy

Last-Modified: 2018-04-05T02:38:00Z
Last-5ave-Date: 2018-04-05T02:3%:002
Line-Count: 8

deicreator: jcloudy
depublisher




| don’t know if this plan will work. Plans never survive first contact. | don't expect to fail, but there are so
many possibilities. But now the weather. Its going to snow, and the winds will be strong. No problem for
the attack, but if my flight is delayed or cancelled, that might prove to be a problem.

I'm stressed and writing used to help me calm down. It seems to be working. Im leaving a lot behind,
and the weight of this responsibility is almost too much to handle. | wont stop now, though. Even if I'm
killed at the site, | know that what im doing is just and right. Freedom requires sacrifice. If | must be that
lamb, then | walk to my slaughter freely of my own accord.

I am saving everything to the cloud on several accounts. | don’t want my words mixed up, and | don’t
want my thoughts deleted. | want my family to understand why | did this. | think they will keep my
secret if | am successful and leave the country without problems. The only record will remain in the

cloud and Paul will have the only other keys.

My fate will be in God’s hands. | pray | have the strength and the luck necessary to persevere. Please let
the weather clear!

Figure 25 Cloudy thoughts (4apr).docx
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4.7.4 Document 4

In this document  jcloudy compiles PowerPoint presentations, he captured a series of
screenshots along with the corresponding website URLs and taskbar date and time, storing them
on his Microsoft OneDrive account. 1% slide names the operation as Operation 2nd Hand Smoke.
27 slide shows the Town Hall Project (gun safety) event date, Saturday April 7th, 2018, and time
1230hrs to 1400hrs. Location: Cascades Library, 21030 Whitfield Place Sterling, VA 20165. 3™
slide is the street view of the location from 2" slide. 4" and 5% slide jcloudy has color coded
the routes he intended to take to the Cascades Library and exit out towards the Dulles
International airport. 6  slide show jcloudy’s flight with Seoul airs from Washington to Seoul

and from Seoul to Denpasar (Bali). 7" slide shows the hotel booking in sea breeze Candidasa.

File name Operation 2nd Hand Smoke.pptx

Type pptx

File Path /img_Image.EO01/vol vol7/Users/jcloudy/
Desktop/Operation 2nd Hand Smoke.pptx

Created 2018-04-04 04:56:19 UTC

Modified 2018-04-04 05:11:27 UTC

Accessed 2018-04-04 05:11:27 UTC

MD5 b301fbf4104fb64b566b076c12a5d113

SHA256 7b08d6801342f3d28a79¢2a324bfd057658
6958992¢cd738319aec3ccd5d1el29

Metadata Applaton Varars 160000

Author: jcloudy

Content-Type: application/vnd.openxmliformats-officedocument. presentationml. presentation
Creation-Date: 2018-04-04T04:32:327

Last-Author: jcloudy

Last-Modified: 2018-04-04T05:11:27Z

Last-Save-Date: 2018-04-04T05:11:272

Paragraph-Count: 4

creator J

reator: jcloudy
date: 2018-04-04T05:11:27Z
deicreator: jcloudy




OPERATION 2ND HAND SMOKE

.....

o TOWN HALL —
PROJECT z

Figure 26 Operation 2nd Hand Smoke.pptx
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4.7.5 Document 5

These contain some of the things that jcloudy was following. Different articles and different

statistics.

File name The Cloudy Manifesto.docx

Type docx

File Path /img_Image.EO01/vol vol7/Users/jcloudy/
Desktop/The Cloudy Manifesto.docx

Created 2018-04-02 01:35:27 UTC

Modified 2018-04-02 01:35:27 UTC

Accessed 2018-04-02 01:35:27 UTC

MD5 14¢07920ddc81fbd489¢61d60e5¢c928

SHA256 fee91c8batb9fb51574b11bfeed5a08b89e7

bb90e874c07d95562¢7638012c65

Metadata




WHAT KILLS AMERICANS

rol camnpign in the United States of Amer

p—

Figure 27 The Cloudy Manifesto.docx

1 am a lene.wolf
~Tt blowsgny min
" <That peoplg Wanna ty Ja ge
Inside mi tiredhéad

Figure 28 The Cloudy Manifesto.docx



The doudy Manifesto

men who drafted the rest of the Constitution. And no one is mmplaining sbout he protections and
freedom it gves you. Especially the 1** amendment which allows you o spew your oazy gun-control

thoughts.

You will soon see when the bHood has been shed and the defenseless bodies stacked high. | will do what
I must. No matter who is hurt, the mllateral damage will be worth it

1 will be the change. I will be the revolutionary. | will be the history maker. 1 will fight. 1 will be the Lone
Wolf.

Figure 29 The Cloudy Manifesto.docx
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4.8 Web History:

Below is the web history left of the user jcloudy. 2402 was left.

Total Web History 2402

Web History Analysis:

1. Cloud Storage

Web History Analysis shows that jcloudy wants to sync data on cloud. Basically, as

mentioned in Document 3 he wants to save all the reasons behind the attack into cloud

storage. So, his thoughts are not mixed up behind his sacrifice. In cloud storage there are

mostly searches related to cloud belonging to OneDrive, Amazon S3 Services, Box

Storage and Mega Backup.

eral - Autog £ a X
Window Help
J w — B i
= Add Data Source B Images/Videos [ Communications 9 Geolocation 4=, Timeline 4| Discovery i GenerateReport g Close Cose = @ - Keyword Lists Q Keyword Search
Directory Tree — [ Listing A
& n, Web History 2402 Result:
: = = Table Thumbnail
1[Il StartMenu @)
L@ Tempiates ) Save Table as CSV
~ B Videou B SourceName S5 C O | Tie URL DsteAccessed 4]
@ [0 Public (1) o
1! Windows (103) = History 0 || How can | sync one local folder to multiple cloud storage accounts? - | Have a Question - od... fhttps:/forumodrive.com/t/ how-can-i-sy i
L= vol8 (Unallocated: 1000214528 E History 0 | Sync Multiple Sites & Offices File Storage Solutions With Egnyte nyte.com/solutions/cross-offi... !
@ File Views E History 0 | odrive - Sync all cloud storage in one place
B 0ate Artifacts = History 0 | odrive - Sync sl cloud storage in one place
# Chromium Extensions (18) = s S E
A Chromium Profils (1) Z History 4 cloud storage soluticns - Google Search ananw.google.com/search?q=cloud-+st.
S @ Communication Accounts (72503) E History 0 || TheBest Cloud Storage and File-Sharing Services of 2018 | PCMag.com w.pemag.com/roundup, th,
(1 % Credit Card E History 0 | The best cloud storage o TechRadar www.techradar.com/news/the-best-cl
~ % Installed Programs (50) E History 0 =Best Cloud Storage Reviews 2018 - Top 50 Services Compared cloudwards.net/cloud-storage-r
S E History 4 | amazon cloud storage - Google Search wigonglkcomyssarchig=amazonsLs
Operating System Information (1) = .
Recent Documents (77) T History 2 Amazon Drive .amazon.com/clouddrive
Recycle Bin (5} Z History 2 | Amazon Drive winw.amazon.com/clouddriver133-51
4 Run Programs (697) E History 2 | Amazon Drive w.amazon.com/clouddrive?_encod.
£ Shell Bags (29) Z History 2 Amazon Drive amazon.com/clouddrive/home?,
-~ 4 USB D Attached (10]
o BZ";:W:S‘“? £ = History 2 | Amazon Drive w.amazon.com/b/? UTF
& Web Cookies (186) Z History 4 | caniuse amazon 53 for free - Gooale Search w.acodle.com/sea
Data Content -
Q, Analysis Results Hex Text Application SourceFile Metadata OS5 Account Data Artifacts Aral oot c Annotations  Other Occurrences
=
:”“”“"“ Result: 25 of 2911  Resuk € Web History
Bl Tags
O score Visit Details
Reports Title: How can | sync one local folder to multiple cloud storage accounts? - | Have a Question - odrive Community
Username: Default

Figure 30 Web History Cloud Storage



Guns

His most searches belong to the Guns. As mentioned in Planning.docx he wants to buy a

gun for the attack. His searches further cement his intentions.
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Figure 31 Web History Guns

After the attack, he wants to take an escape route, as mentioned in Planning.docx. His

searches further cement this point. His priorities escape seems to between Indonesia and

Vietnam.
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5. Finding/Conclusion

After completing the analysis, the following notable things were discovered about this case.

Firstly, following the documents that were discovered on the system.

Malicious Document: ‘The Cloudy Manifesto.docx’

In this document ‘The Cloudy Manifesto.docx’, ‘jcloudy’ seems to be following some fake data
and some fake quotes with questionable statistics. In the document he talks how it’s our own
right to protect ourselves as the government has failed us, not only that if the government can’t

protect us at least we need to protect ourselves.

Lone Wolf

Now following this theme, he talks about implementing gun control laws would only lead to the
criminal changing to other weapons and this way the government could control us like a herd of
sheep. He beliefs this way we would be throwing stones at them while they can use their guns to

get rid of us.

Following this theme, he beliefs that he should rather live as a ‘lone wolf’ the live as a helpless

sheep. Which leads him further down this path.

Notable Document: ‘Planning.docx’

In this document ‘Planning.docx’ following his ‘sheep and wolf” terminology, he starts working
on a mass shoot out plan. Firstly, he selects a target namely a place with gun control law and an
airport nearby. Next, he wants to buy a gun with its ammo type and then get an escape route.

Namely fleeing the country.

Notable Document: ‘AIRPORT INFORMATION.docx’

In this document ‘AIRPORT INFORMATION.docx’ he narrows down on countries which
would be harder to find him for his escape. He narrows it down to Indonesia. He makes a

document with flight details to Denpasar, Indonesia.



Notable Document: ‘Cloudy thoughts (4apr).docx’

In this document ‘Cloudy thoughts (4apr).docx’, he talks about saving his plan on cloud storage
as he wants his family to understand his reasoning and the responsibility he had to shoulder. He
also mentions how even if his plan fails, he is alright with it as through this sacrifice he can get

his freedom.

Notable Document: ‘Operation 2nd Hand Smoke.pptx’

In this PowerPoint slide ‘Operation 2nd Hand Smoke.pptx’ discovered in the system he details
his plan to attack Cascades Library, 21030 Whitfield Place Sterling, VA 20165 on the Town Hall
Project (gun safety) event. Which is true to his ideology as mentioned previously. He color
coded his attack route and escape route to airport for there he will get one flight from
Washington DC to Seoul and second from Seoul to Indonesia. He also shows his hotel details in

this PowerPoint slide.

Notable Internet History

Next from his internet search history we can see that he was searching for cloud storage
platforms. To store his plan as mentioned previously. He is discovered to be searching for guns

and ammo with also for flights details for other countries.

Conclusion

In conclusion, it is clear that ‘jcloudy’ was an ill mind. He had been following the wrong
ideology, this whole time possibly stemming from some trauma. His intentions of a mass
shootout are also clear with all the documents and all the web history. Which makes it clear of

the crime he is to get on him.
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